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The use and exchange of fleet information by 

organisations has become increasingly crucial 

to safe and efficient business operations.

The advent of big fleet data, however, 

underpinned to a large degree by telematics, 

has been accompanied by inevitable security 

and privacy concerns. The introduction of the 

EU General Data Protection Regulation (GDPR) 

has brought these concerns into sharp focus.

The majority of what is required under the 

GDPR already exists in law, so for compliant 

organisations that are already following a best 

practice approach, in our opinion the GDPR 

should largely be considered ‘business as usual’.

Fleet operators and their supply chain must 

ensure they have the appropriate infrastructure, 

procedures and culture in place to avoid 

GDPR infringements. The implications of non-

compliance can be severe. TomTom Telematics’ 

solutions give strong consideration to the 

GDPR, and this is core to the advice and 

support we offer our customers.

Here we explain what the regulation might 

mean for your company and your fleet, offering 

practical guidance that could help you stay on 

the right side of the law.

Thomas Schmidt,  

Managing Director, TomTom Telematics

LEGAL DISCLAIMER: The information contained in the 

TomTom Telematics documentation and online is for 

informational purposes only and expresses our view on the 

subject matter. It should not be considered legal advice on 

the subject matter. Furthermore, the information contained in 

these documents and online may not reflect the most current 

legal developments. You should not act upon this information 

without seeking legal advice.

“The advent of big 
fleet data has been 

accompanied by 
inevitable security and 

privacy concerns”



Our digital world is a very different place to the one 

we lived in when the EU Data Protection Directive was 

established back in 1995.

Although its core principles still hold true, the law has 

been updated with the introduction of the General 

Data Protection Regulation (GDPR). The GDPR, in 

force as of 25th May 2018, harmonises data privacy 

laws across Europe in order to appropriately protect 

all EU citizens. 

Fundamentally, it is concerned with protecting 

personal data, defined as ‘any information relating to 

an identified or identifiable natural person’. The GDPR 

is consequently an area of particular concern for fleet 

operators who will often access or manage driver 

information.

The new rules should not be considered as a 

complete overhaul of data protection legislation – but 

may instead be thought of as an extension of existing 

regulations and the best practice processes that 

organisations currently employ.

 

THE GDPR:  
AN OVERVIEW

The GDPR harmonises 
data privacy laws across 
Europe ensuring they 
appropriately protect  
all EU citizens
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HOW DOES THE GDPR CHANGE DATA PROTECTION 
IN RELATION TO TELEMATICS?

      The individual is front and centre. Empowering 

people is key to the GDPR, so individuals must 

be fully informed in advance about what data 

is used, why it is used, how long it is used and 

by whom it is used. They can give or withhold 

permission and, with some restrictions, request 

use of their data is stopped.

      Risk assessments and an audit trail are 

necessary. When using personal data, 

businesses must identify and mitigate any 

risks of the data being misused, as well as 

documentation outlining how data is used and 

steps should be taken to remain compliant.

      Certain organisations must also appoint a 

Data Protection Officer (DPO). The GDPR 

introduces a duty to appoint a data protection 

officer (DPO) if you carry out certain types 

of processing activities. For example, when 

core activities require large scale, regular 

and systematic monitoring of individuals. See 

guidance here for more criteria.

      Businesses report to a single regulator. 

Businesses operating in different European 

countries – and particularly those operating 

vehicles that cross country borders - are now 

governed by one set of laws and only need to 

deal with one regulator, the one in the country 

where they are headquartered.

      Stronger security requirements. Personal 

data is now protected against all kinds of 

unauthorised use, based on an assessment of 

the sensitivity of the data. The GPS location 

data provided by a telematics system can be 

sensitive as it can reveal quite a lot about the 

individual.

      Bigger fines for non-compliance. Under the 

GDPR, the maximum fine for infringements 

stands at 20 million Euros or four percent of 

turnover, whichever is greater.

There are several important changes to data privacy laws introduced under the GDPR that might have 

particular implications for fleet management and the use of telematics.
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Data controllers and data processors both fall within 

the scope of the GDPR. In most cases, a company 

acts as the data controller and its suppliers are 

classed as data processors but the full definitions for 

both are as follows:

• A data processor is an organisation that 

processes personal data on behalf of a controller. 

TomTom Telematics acts as the data processor for 

all personal data that is provided by customers 

and partners through our systems and platforms.

• A data controller is an organisation that 

determines the purposes and means of 

processing personal data. For example, when 

it comes to the fleet data provided by our 

Software-as-a-Service (SaaS) fleet management 

solution WEBFLEET, the company acts as data 

controller as they decide how this data is used 

– for example, to help ensure the safety of its 

employees on the road. 

One of the most significant changes to data 

protection regulations brought in by the GDPR is that 

data processors will now also have to comply with 

regulations, whereas previously the responsibility  was 

solely on controllers.

The core responsibilities for organisations are set out 

in the GDPR data protection principles. These require 

personal data to be:

• Processed lawfully, fairly and in a transparent 

manner.

• Collected for specified, explicit and legitimate 

purposes and not further processed in a manner 

incompatible with those purposes.

• Adequate, relevant, and limited to what is 

necessary for achieving the purposes for which it 

is processed.

• Accurate and, where necessary, kept up to date. 

Every reasonable step must be taken to ensure 

that inaccurate personal data is erased or rectified 

without delay.

• Kept in a form which permits identification of 

data subjects for no longer than is necessary to 

achieve the purposes for which it is processed.

• Processed in a manner that ensures it is 

appropriate and secure.

 

WHAT ARE THEIR 
RESPONSIBILITIES?

WHAT ARE THE ROLES  
WITHIN GDPR?
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WHAT TYPES OF PERSONAL DATA 
ARE COVERED?
The definitions of personal data have been expanded 

under the GDPR. 

An individual – or ‘data subject’ as referenced by the 

regulation – may be identified directly or indirectly. 

Personal data identifiers can include anything from 

an individual’s name to data associated with unique 

identifiers, such as a vehicle license plate or a vehicle 

identification number (VIN). If the data subject can be 

identified from the data – even if identification is not 

performed – it should be considered as personal data.

The types of personal data relating to an identified 

or identifiable person can include opinions, as 

well as facts, and might include anything from job 

performance information to recruitment materials and 

interview notes.

Anonymised data fall outside the scope of the GDPR 

if the steps that have been taken make it impossible 

or impractical to connect personal data to an 

identifiable person.

Explicit consent is required for the sharing of 

sensitive personal data – ‘personal data revealing 

racial or ethnic origin, political opinions, religious or 

philosophical beliefs, or trade union membership, and 

the processing of genetic data, biometric data for 

the purpose of uniquely identifying a natural person, 

data concerning health or data concerning a natural 

person’s sex life or sexual orientation’.
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THE LAWFUL BASIS  
FOR PROCESSING DATA
In order to process any personal data, you must have 

a valid lawful reason to do so and the purpose of use 

must be pre-defined.

Perhaps the most obvious justification is having 

the explicit consent of the person whose data is 

being processed. However, this can be problematic 

in employment cases as it is difficult to argue that 

consent has been given freely.  

Therefore, there are other lawful bases for processing 

data that can be chosen, and whichever option you 

choose to select must be clearly documented.

• Consent: here clear consent must be freely 

given by an individual to process their data for a 

specific purpose. It should be remembered that 

this consent must be unambiguous, it cannot be 

inferred, and it can be withdrawn at any time.

• Legitimate interests: in this case you, or a third 

party, must have a legitimate interest that does 

not conflict with the individual’s fundamental 

rights.

• Performance of a contract: this basis enables 

processing if it’s necessary for a contract you 

have entered into, or are entering into, with the 

individual.

• Legal obligation: processing can be carried out 

if it’s necessary for you to comply with your legal 

obligations.

• Vital interests: processing can also take place if 

it’s necessary to protect someone’s life.

• Public task: in this case, processing must be 

necessary to perform a legal task in the public 

interest.
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PURPOSES FOR 
PROCESSING DATA

Under the GDPR, the purpose – or purposes – 

for processing data must be clearly outlined in 

advance. The named purpose must be specific 

and clearly-defined so that it can be easily 

understood by the individual.

Purposes for using telematics data include:

• Tracking of vehicles for asset security and 

fleet optimisation.

• The monitoring of driving behaviour to 

improve driver safety and reduce fuel costs.

• Communication with drivers to improve 

employee safety and working efficiency.

• Use of tachograph and driver hours data for 

working time compliance.

• Management reporting for business 

optimisation, including improvements to 

customer service or fleet efficiency.

• Integration with a third-party hardware or 

software solution.

It is worth noting that fleet operators will generally 

often have a legitimate interest or a contractual 

justification for processing personal data.

For fleet operators, legitimate interest may cover 

such areas as the processing of mileage data for the 

management of leased vehicle contracts, fuel data to 

help prevent fraud, or the use of driver behaviour data 

to help protect a driver’s health and safety.

Contractual reasons for processing data might 

include the use of telematics data to record the start 

and finish working times of drivers. This, for example, 

might be covered by their contract of employment.

It is also important to remember that an individual 

has a ‘right to be forgotten’ and to request erasure 

of data. This might occur as a result of withdrawal 

of consent, when the data is no longer necessary in 

relation to the purpose for which it was collected, or 

if the individual objects to the processing and there is 

no legitimate interest to justify continuation.
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WHO MUST TAKE  
RESPONSIBILITY?
It is important to emphasise that everyone within an 

organisation should assume responsibility for data 

protection because data breaches can occur at a 

number of different points within the supply chain, 

and in a variety of different ways.

Still, it is appropriate for core responsibility to be 

handed to a designated person or team to ensure the 

processes designed to keep a business compliant are 

managed correctly.

It is unlikely the fleet department will bear ultimate 

responsibility for compliance but a fleet manager can 

play a key role in other ways, for example by:

• Managing supplier relationships and ensuring 

contracts are in place.

• Checking there is a lawful basis for the use of any 

data related to drivers or members of the fleet 

department.

• Obtaining consent from team members where 

necessary.

• Communicating with staff and key stakeholders 

involved in the fleet department to make sure 

they are clear about their responsibilities.

• Providing information that is needed for a 

compliance audit trail, such as contracts and 

consent documents.

On an organisational level, main responsibility 

may be assigned to a designated data protection 

officer (DPO), but equally the human resources 

(HR), operations and information technology (IT) 

departments will often play leading roles in the 

process.



HOW TO DEVELOP 
AN ACTION PLAN
A large number of data flows involved in the fleet 

supply chain can put fleet operators at particularly 

high risk under the GDPR.

For example, a company may obtain driver license 

data from both the licensing authority and the driver 

themselves, for the purpose of determining fitness 

to drive. But this data may then also be exchanged 

with suppliers of services in vehicle leasing, risk 

management or insurance.

Given the high prevalence of risk, the first step 

a company could take is to conduct a full risk 

assessment, which helps to develop a detailed picture 

of the various links in the supply chain where data is 

exchanged and identify potential sources of breaches.

Steps can then be taken to address each link and help 

ensure the appropriate steps are taken to mitigate 

and eliminate risk to the individual wherever possible.

In fact, such a risk assessment is compulsory in 

specified situations under the GDPR and is referred to 

as a data protection impact assessment (DPIA).

A DPIA is particularly relevant when a new data 

process, system or technology is being introduced 

by a business. But it can also be used to prove 

accountability under the GDPR, helping an 

organisation to become compliant and demonstrate 

appropriate measures have been taken to ensure 

continued compliance.

A large number of data 
flows involved in the fleet 
supply chain put fleet 
operators at particularly 
high risk under the GDPR
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Under the GDPR, a DPIA is required where data 

processing ‘is likely to result in a high risk to the 

rights and freedoms of natural persons’. This applies 

specifically to situations where data is used for:

• A systematic and extensive evaluation of the 

personal aspects of an individual, including 

profiling.

• Processing of sensitive data on a large scale.

• Systematic monitoring of public areas on a large 

scale.

A large share of fleet data would be covered by 

these three conditions, such as the use of telematics 

technology to monitor driver performance, which 

can be considered as the systematic monitoring of 

employees in their workplace.

Guidance on the requirements of a successful DPIA 

has been provided by the joint European Data 

Protection Authorities but the basic principles can 

also be covered by a best practice approach to the 

protection of personal data.

 

Compliance is made easier by taking the following 

steps:

• Map all data flows

• Scrutinise the supply chain

• Ensure appropriate contracts are in place

• Establish a process for data requests

• Plan for data breaches

• Make sure employees understand their roles

DESCRIPTION OF 
THE ENVISAGED 

PROCESSING

MEASURES 
EVISAGED TO 

ADRESS THE RISKS

ASSESSMENT OF THE 
RISKS TO THE RIGHTS 

AND FREEDOMS

ASSESSMENT OF 
THE NECESSITY AND 
PROPORTIONALITY

MEASURES 
ENVISAGED TO 
DEMONSTRATE 
COMPLIANCE

MONITORING  
AND REVIEW

DOCUMENTATION
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MAP ALL  
DATA FLOWS
Mapping all the data flows involved in the fleet supply 

chain could be a useful starting point for the purpose 

of conducting an appropriate risk assessment.

This involves noting all the different data flows that 

come in and go out of a business, as well as the 

other individuals or organisations involved in these 

transactions.

It can be helpful to map all of this in a visual diagram 

that allows quick analysis of the various links in the 

chain.

In each case, it is appropriate to identify who is the 

data controller and who is the processor and then 

identify whether the appropriate agreements are in 

place.

This will help the company to understand how 

prepared they are for the arrival of the GDPR and 

where potential problems exist.

TYPICAL FLEET DATA FLOWS

Businesses operating a fleet of vehicles will 

handle a large number of data flows, both in and 

out of the organisation. Examples of third-party 

organisations with which sensitive personal data 

may be exchanged include:

• Telematics and other software providers

• Leasing companies

• Motor dealers

• Insurers

• Risk management providers

• Accident management providers

• Vehicle licensing authorities

• Servicing, maintenance and repair suppliers

• Fuel card providers
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SCRUTINISE  
THE SUPPLY CHAIN
Companies can be held accountable for breaches 

across the entire supply chain, which means it is 

more important than ever to try and ensure all fleet 

suppliers that process sensitive data are doing so in a 

demonstrably secure manner.

Each data processor identified when drawing up 

a data map should be able to provide sufficient 

guarantees that the requirements of the GDPR will be 

met and the rights of data subjects protected

The same applies to any potential new suppliers and 

it is important to put a clear audit trail in place for all 

situations where personal data is processed. It should 

also be remembered that these suppliers may also 

work with secondary suppliers that may also use the 

data in question.

Companies can be held 
accountable for breaches 
across the entire supply 
chain

ENSURE APPROPRIATE  
CONTRACTS ARE IN PLACE
Where a data flow occurs, it is important to identify 

whether new consent is required to ensure the 

transaction is compliant with the GDPR.

For example, was the purpose for using telematics 

data in the past clearly outlined, whether it’s being 

used to reduce fuel costs, improve safety, or for 

another purpose? If not, this should be rectified to 

make it clear to the employee why personal data 

processing is required.

Whenever a data controller uses a processor, a 

written contract must be in place outlining conditions 

of use. These contracts are also helpful in ensuring 

both parties understand their responsibilities and 

liabilities. The GDPR outlines what should be included 

in a contract between controller and processor.
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ESTABLISH A PROCESS  
FOR DATA REQUESTS
Under the GDPR, a data subject has a right to access 

their personal data held by an organisation. In the 

case of telematics data, this might cover location 

and journey information, mileage figures, or driver 

behaviour statistics among many other categories of 

data.

If a person requests access, they must be provided 

with details of what data is being held and 

confirmation of whether it is being processed. 

Information needs to be provided within one month of 

receipt at the latest, although this can be extended by 

a further two months where requests are complex or 

numerous.

In order to stay compliant, companies would be well-

advised to establish a clear process for the processing 

of these requests. This can include assignment of 

responsibility to the appropriate members of staff and 

steps for verifying the identity of the person making 

the request.

They should also ensure data is easily accessible. 

In the case of telematics, this might mean working 

with a supplier that provides easily-accessible, yet 

comprehensive, reports that highlight what data is 

held on each employee.

Companies may also, for example, set up a dedicated 

email address that requests can be addressed to. 

A best practice approach would allow individuals 

to remotely gain direct access to information via a 

secure self-service system.

If a person requests 
access, they must be 
provided with details 
of what data is being 
held and confirmation 
of whether it is being 
processed
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PLAN FOR  
DATA BREACHES
Although a wide range of measures can be 

implemented to reduce risk, it is important to put a 

process in place for the handling of data breaches.

A data breach might include any of the following:

• Access to personal data by an unauthorised third 

party.

• A deliberate or accidental breach by a controller 

or processor.

• Sending personal data to an incorrect recipient.

• Computing devices containing personal data 

being lost or stolen.

• Alteration of personal data without permission.

• Loss of availability of personal data.

Robust processes should be put in place for the 

detection, investigation and internal reporting of 

breaches. This helps to ensure an informed decision 

can be made on whether a breach is serious enough 

to be reported to the relevant supervisory authority, 

which must be done within 72 hours where feasible. 

Where there is a high risk that the breach will 

adversely affect individuals’ rights and freedoms, the 

individual must also be notified.

To assist in this process, employees could be trained 

on how to recognise a breach and who to report 

breaches to within their business.

DATA BREACH CHECKLIST

In order to properly respond to any data breach, 

businesses should ensure they can meet all of the 

following requirements:

• Have a process in place to assess the likely 

risk to individuals as a result of a breach.

• Identify who the relevant supervisory 

authority for your processing activities.

• Have a process to notify the relevant 

supervisory authority of a breach within 72 

hours of becoming aware of it, even if we do 

not have all the details yet.

• Know what information we must give the 

relevant supervisory authority about a breach.

• Have a process in place to inform affected 

individuals about a breach when it is likely 

to result in a high risk to their rights and 

freedoms.

• Inform affected individuals without undue 

delay.

• What information must be provided to 

individuals about a breach, as well as advice 

to help them protect themselves from the 

effects.

• Document all breaches, even if they don’t all 

need to be reported1.

1  https://ico.org.uk/for-organisations/guide-to-the-general-

data-protection-regulation-gdpr/personal-data-breaches/
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Sometimes there is a belief that data protection is the 

sole responsibility of the designated data controller 

within an organisation. But all staff can play a role 

in ensuring their company remains compliant. Even 

everyday tasks such as sending an email might result 

in a data breach if personal data is accidentally sent to 

someone who does not have consent to view it.

Therefore, it is important to establish a positive 

organisational culture and help all employees to 

become invested in the protection of personal data.

Communication can be important to achieving this, 

through simple measures such as email bulletins to 

staff all the way up to targeted training sessions and 

workshops. Companies would also be well-advised 

to ensure staff are aware of their responsibilities for 

protecting data, including any activities that may 

carry the risk of a data breach and how to respond if 

they feel they have contributed to a breach.

When managing a vehicle fleet, communication 

can be particularly challenging as staff may spend 

a substantial amount of time on the road, so it can 

be helpful to consider how communications are 

delivered. This might mean sending messages to 

employees via their in-vehicle driver terminals or 

creating a short handbook to be kept in every vehicle. 

This can all form part of a structured, methodical 

approach to data protection and, by following best-

practice guidance, companies can put themselves in a 

strong position to ensure they remain compliant.

MAKE SURE EMPLOYEES 
UNDERSTAND THEIR ROLE

This might be a significant undertaking, but time 

and resources should be dedicated to making sure 

the appropriate systems are put in place and are 

continually monitored for suitability. 

It is also vitally important to work with suppliers 

who can meet these same high standards of data 

protection. This also means reviewing existing supplier 

relationships where data is shared to make absolutely 

sure that it is agreed explicitly what the data will be 

used for. A best practice approach may also include 

the use of written agreements to outline the specific 

terms of use.

It is important to establish 
a positive organisational 
culture and help all 
employees to become 
invested in the protection 
of personal data



HOW TOMTOM TELEMATICS  
CAN HELP YOU MEET YOUR  
GDPR OBLIGATIONS
As a fleet operator, navigating the GDPR may feel like 

wandering into a complex regulatory maze. 

Although the new rules should be viewed with a 

degree of perspective – as a move to extend and 

reinforce existing laws on data privacy and security – 

the burden of responsibility has certainly increased.

Non-compliance is not an option. It has not only 

brought the relationship between fleet operators 

and their drivers into sharper focus, but also the 

relationship between operators (controllers) and data 

processors – notably their telematics providers. 

Companies need peace of mind that their telematics 

system does not fall foul of the new rules, leaving 

them liable to the penalties for data privacy and 

security breaches.

At TomTom Telematics we have been working to the 

GDPR requirements ever since 2012 when its first 

drafts were published. Therefore the regulation was 

a major consideration when designing the solutions 

we provide to our customers, so you can rest assured 

that we have taken every possible step to help ensure 

you are in safe hands.

TomTom Telematics  
has been working to the 
GDPR requirements ever 
since 2012
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The principle of data protection by design and 

default, reinforcing the importance of data security, is 

integral to the GDPR.

At the very outset, you have an obligation to 

implement technical and organisational measures to 

demonstrate you have integrated data protection into 

data processing activities.

INFORMATION SECURITY  
IS KEY

It puts an onus on those designing technology to 

consider privacy as part of their product design. 

TomTom Telematics, acting as the data processor for 

customers’ personal data, has endeavoured to comply 

with this obligation since the first drafts of the GDPR 

were made available in 2012. Below we outline how 

our solutions, that are controlled and audited by our 

Data Privacy Officer (DPO), achieve this.

ACCREDITED DATA SECURITY
We have very strict rules on data privacy and security 

and have established best practice processes 

to ensure the highest standards are met. This is 

underpinned by ISO/IEC 27001:2013 accreditation 

that has been granted to TomTom Telematics, and all 

employees are required to comply with. 

Our Information Security Management System (ISMS) 

covers all of our critical business processes necessary 

to secure the informational assets related to the 

TomTom Telematics Service Platform. In accordance 

with the ISO/IEC 27001:2013 standard, this includes 

the architecture, engineering, quality assurance and 

IT services, as well as our secure data centre co-

locations located within the European Union. Secure, 

encrypted login and data transfer to our service 

platform meets the highest standards of EV SSL  

(Extended Validation SSL Certificate) encryption.
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Our information security management system includes:

• Detailed security policies that provides management 

direction and supports the information management system 

and all operational activities.

• Human Resource security protocols that include selecting 

the right employees and providing them continual customised 

training.

• Asset management controls that include inventory, 

ownership and maintenance throughout the asset life-cycle, 

to ensure proper categorisation, labelling and risk owner 

assignment. This includes the secure handling of company 

intellectual property and customer data.

• Access controls that result in access being limited to a ‘need-

to-have’ and a ‘need-to-know’ basis. Additional controls help 

prevent unauthorized access.

• Cryptography technologies that protect the confidentiality 

and integrity of our customers’ data and our operational 

systems.

• Physical and environmental security that includes Tier3+ 

data centres, an active configuration that ensures disaster 

recovery and high availability capabilities that are tested 

regularly.

• Operational security underpinned by security baselines and 

supported by managed, strict and repeatable processes.

• Communications security through such measures as network 

segregation, VLAN separation, DMZ with multi-level Firewalls, 

Network Access Controls (NAC) and encryption per default 

using latest industry standards.

Our secure coding principles and 

processes ensure an agile product 

lifecycle. These include peer-

reviewed design and coding; style 

guidelines; Quality Assurance 

functional / load testing; release 

and change management; static 

code reviews.

We also undertake the following 

programmes: security education 

for our workforce; implementation-

level security testing and review; 

system hardening; vulnerability/

patch management; web-application-

security testing.

Regular reviews of legal or security 

requirements, which might have an 

effect on our telematics platform or 

informational assets, are performed 

by our Information Security 

Management System (ISMS) team.
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YOUR DRIVERS’ DATA – YOU DECIDE
As telematics data relates to your drivers, you decide 

how and for what purpose it is used. 

We have worked together with data privacy 

groups and work councils/unions to demonstrate 

our commitment to driver privacy. To help ensure 

everyone is on board with how their data is being 

used, we provide extensive explanatory materials, 

including online manuals and training materials. These 

can be accessed via the Explore WEBFLEET support 

information and user guides available on our TomTom 

Telematics customer portal. 

Furthermore, the TomTom Telematics solution is 

highly configurable so you can decide what data is 

collected – when and for how long it is kept.

DATA STORAGE AND RETENTION
Under the GDPR, you must document what personal 

data you hold, where it came from and who you share 

it with. 

The TomTom Telematics Service Platform offers 

default options for data storage, based on typical 

customer requirements, but these can be adjusted.

Text message, orders and vehicle status messages, 

positional data tracks, along with driving and 

speeding event data, are all automatically stored for 

90 days. Trip data is stored for two full calendar years, 

in addition to the current year. Archived reports, 

meanwhile, are stored for up to 36 months.

All customer data processed by TomTom Telematics 

is stored in data centres housed in oxygen-depleted 

bunkers that offer dual redundancy.
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DATA PRIVACY AND ACCESS
Aligned with the GDPR, TomTom Telematics is 

controlled and audited to ensure data privacy 

compliance.

WEBFLEET can only be accessed with a registered 

account name, username and password. In 

accordance with the GDPR requirements, access to all 

WEBFLEET data for all users will rarely be necessary 

or appropriate.

The data available to registered users can 

consequently be restricted, based upon their specific 

information requirements. HR managers, Finance 

Directors and sales or operations professionals, for 

example, will all require access to different information 

to support their respective business functions.

Drivers of vehicles fitted with our fleet management 

solution are able to switch between business, 

commute or private trip modes to enable or disable 

the tracking of their vehicle locations.

TomTom Telematics also supports customers in 

honouring the rights of individuals in respect of 

access to, and erasure of, data.

In the event of data deletion, data is marked as 

dereferenced and overwritten to prevent it from being 

recovered by unauthorised parties.

TomTom Telematics is 
controlled and audited 
to ensure data privacy 
compliance
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1 Do you act as a data processor or data 
controller as defined by the GDPR?

2
Does your system comply with the GDPR 
and meet international standards for data 
security and privacy?

3 What types of data do you store?

4 Where and for how long is drivers’ personal 
data stored?

5 Do customers have control over how long 
data is stored?

6
Does your system offer user management, 
restricting data access to only those that 
require it?

7 Does your system enable personal data to be 
deleted?

8 Is customer data made available to third 
parties?

9 Are drivers able to protect their privacy 
when making private journeys?

10
Do you provide customers with 
communication materials that we can share 
with drivers, explaining how their personal 
data is being used

TEN QUESTIONS TO ASK YOUR TELEMATICS PROVIDER?

We’ve outlined how TomTom Telematics helps you fulfil your obligations - ensure your preferred supplier 

helps ensure you stay on the right side of the law.



LEGAL DISCLAIMER: The information contained in the TomTom 

Telematics documentation and online is for informational purposes 

only and expresses our view on the subject matter. It should not 

be considered legal advice on the subject matter. Furthermore, 

the information contained in these documents and online may not 

reflect the most current legal developments. You should not act 

upon this information without seeking legal advice.


